ldentifying and Managing
Electronic Records

Carol Barber

Chief Technology Officer, Erie 1 BOCES
Executive Director, WNYRIC




In this portion:

» Share some comments, problems and misconceptions
regarding “electronic records” in schools

» Consider staff and student use of e-mail, and the
need to consider ability to retrieve, retention
requirements for electronic records,
discovery/litigation holds, etc.

» Share experiences with electronic records progress -
> Where we have been?

- Where we are now?




Why we are concerned:

Electronic information ....?
Records management ....?
Records retention ....?
Liability for misuse?
“E-discovery” ....?
Litigation hold ....?
Spoliation ....?

Sanctions ....?

$$$$5%$$$ judgments ....?
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Electronic information:
Where could it be?
» Resides on network/active server: district, BOCES, other
» Resides on hard drive: individual desktop, laptop
» Document management systems
» Portable media: jump drive, CD/DVD, optical disk

» Portable devices: cell phones, Smartphones, Blackberrys, PDAs, other
handhelds

» B?ckup tapes (“snapshots”) or other remote of third party hosted
places

» Employee’s home computer

Web site, wiki, blog, voice mail, text messaging....



E-mails: Sheer volume of e-mail produced
is problematic - also consider these
copies:

sender’s copy
recipient’s copy

cc:’s

router copy

disaster back up
“personal” archives
organizational archive
attachments

etc....




E-Mail Might Need to be Searched, Retrieved
and/or Produced because of:

» Individual employee request
» Employer:
> monitoring of use of district resources: use of e-mail and
internet, compliance with AUP
> internal investigation of alleged misconduct by employee or
student

Police/FBI investigation

Union request

Freedom of Information Law (“FOIL”) request
FERPA/IDEA request

Etc.

v Vv VvV VvV v




E-Mail Might Need to be Searched, Retrieved
and/or Produced Because of

» Current litigation:

- Obligation to provide information you wish to use to support claims
or defenses in pending lawsuit, arbitration or other proceeding

- Specific discovery request from other party in pending lawsuit, to
produce designated information




Reasons E-Mail Might Need to be
Retained for a Certain Period of Time:

» “Litigation hold” has been imposed (e.g., “E-Discovery rules”)

o IDuty to preserve arises whenever a party reasonably anticipates
itigation

- Sanctions for failure to produce

> Subject to “spoliation” claim

» “Safe Harbor” - Sanctions cannot be imposed for failing to \oroduce ESI
lost as a result of the routine, good-faith operation of an electronic

information system

- BUT “good faith” may involve /ntervention to modify or suspend certain
features of that routine operation to prevent the loss of ESI, if that ESI is
subject to a preservation obligation




Reasons E-Mail Might Need to be
Retained for a Certain Period of Time:

» NYS Records Retention and Disposition
Schedule ED-1

> Minimum length of time records of local government must be kept
> School districts and BOCES

o http://www.archives.nysed.qgov/a/records/mr_pub_ed]l.pdf



http://www.archives.nysed.gov/a/records/mr_pub_ed1.pdf

TO: Mr. Job Candidate
FROM: Ms. HR Director

Cc: Keeper of sub list
Cc: Substitute supervisor

This is to officially notify you that your
appointment to the substitute teacher list
has been made effective September 1,




TO: Carol
FROM: Colleen

Please order me some more of those blue
pens | like without the caps. Thanks!

TO: All Staff
FROM: HR Director

The location of the blood drive scheduled
for this Friday at noon has been changed
to the High School




TO: Union President
FROM: HR Director

This is to confirm our conversation in which we
agreed that the intent of the parties with
respect to the new language in Article IX,
Section 2 was....




TO: Supervisor
FROM: Employee

Please put me down for a sick day for
tomorrow. | will not be in.




» To: Coordinator of BOCES Program
» From: Special Ed. Coordinator

» Please keep me informed about my referral
for services for my student. He has special
needs and | need to know if your program will

work!




» To: Dave’s math teacher
» From: Dave’s English teacher

» What do you think of the new student? Should
we refer him for services? That’s a lot of
paperwork, lets just see what happens!




» To: Principal Carol
» From:  Asst. Principal Dave

» Shari was suspended today for the third time
this year. Her parents may have retained an
attorney. Do we have her records from Fall of
20067




Don’t overfook other sources of retention periods:

» For example, in the employment context:

- Age Discrimination in Employment Act (ADEA)
> Title VII

> Immigration and Nationality Act

> Fair Labor Standards Act

> Internal Revenue Code

> ERISA/COBRA

- HIPAA

- OSHA

> Controlled Substances and Alcohol Use and Testing
- Americans with Disabilities Act (ADA)

> Family and Medical Leave Act (FMLA)




New York State Archives

‘Managing E-mail Effectively”
Archives Technical Information Series #62 (2002)

“Developing a Policy for Managing E-mail”
(2008)




|deas for Effective Staff
Training

— on the risks of using e-mail as a
communication tool




Make sure employees know the
answers:

» Can my employer search my e-mail?

» What happens if a colleague sends me an
obscene/offensive e-mail?

» Is it wrong to send/receive a personal e-mail
at work?




Make sure employees know the
answers:

» Do | need to write well-written, error free e-
mail?

» Is an e-mail sent from my personal account
to a parent (or other party) confidential?

» Am | personally liable if | don’t act on a
suspicious e-mail that implies a threat to
students?

» Can my e-mails be “FOILED™?




Make sure employees know the
answers:

» Whose responsibility is it to keep/archive
copies of work related e-mails?

» Can | delete or destroy e-mails?




Is an E-Mail Archiving
Solution Right for You?




An E-mail archiving solution
can help you to:

- Know what e-mail your district has and where it is

- Make employees more aware of appropriate use of e-mail
— Allow you to search through it more efficiently
— Allow you to produce it and/or restore it quickly, if necessary

- Lay the groundwork for:

Deleting what you can and should, and retaining what you
must

Preserving certain e-mail for “litigation hold” if necessary




An e—-mail archival solution:

» Allows for easy search by an individual

» Relieves overburdened servers - journals,
duplicate attachments, and archives can be
deleted

» Allows for disposition on a schedule
individually or full years

» Allows for administrative search for
Investigations

> used by Erie T BOCES



http://mailarchive.e1b.org/ISR/login.aspx

* MailMeter

Individual Search and Retrieval

Email 1D: kking@e1b.org

——
| Logn |

WA_T E RFO RD : | Get r.-_=wq!:;_,.;i:r-.~_:wnn-l | Help

It's easy to get started. Just enter your email address (for example:

myname{fcompany.com) and click on the "Get new password' button. A
temporary passwaord will be sent to your email address in a few
minutes.




“Individual Search and Retrieval”
Application

+ End user access to their own e-mail; organization sets
parameter for how far it goes back

+ Easy log in using your e-mail address
+ You can only search your own e-mail
+ No deletes

+ Variety of search combinations

+ View, print or e-mail results back to your inbox

~ Tatereren




Variety of Search Options

» Text entry keyword

»  Partial e-mail
address

» Show me: drop
down selection

Ve MailMeter

o Individual Search and Retrieval

Search

¥ RECEWVED by ™ sENThy SALLY KING

Find this text: |

Email address contains: J

Show me: |Emails ';

_)‘ MailMeter
®° Individual Search and Retrieval

Search

¥ RECEWVED by ¥ sEnThy SALLY KING

Find this text: |

Email address contains: ]

Show me: |Emails >

Attachments

Date range: All '1
v Message ¥ attachment Text From: ]—.‘,_]
¥ subject ¥ attachment Name o J

Search timitto: | 1000 ¥| messages

Clear

Senders
Recipients
Dates

» Date range allows
for customization
and manual entry
of ‘From’ and ‘To’
dates

» Check box

i selection
Date range: ]A” gl
¥ Message ¥ Attachment Text ram: | _J 4 ‘SearCh’
¥ subject ¥ attachment Name T,,_.] _J .
Soaeh | puess [1000 ] rmmcsages » Min/Max results
It_l[;gg; selection
3,000
5,000
10,000
All

" MailMeter
" Individual Search and Retrieval

Search

¥ RECEIVED by ¥ sEnThy SALLY KING

Find this text: |

Email address contains: 1

Show me: m

22
{
Date range: All d
v Message W Attachment Text From fall
¥ subject V¥ Attachment Name

Search limittor | 1.000 ¥| messages




MailMeter ISR Search Example

W MailMeter }':B
®9" |ndividual Search and Retrieval
Search e
[~ RECEWEDby ™ sENTBy SALLY KING Date range: m
Find this text: [EMR I Message [ Attachment Text e 2/20 _J

Email address contains: J@e1 b.org I Subject ¥ Attachment Name To: ] 7 2008

show me: |Recipients limit to: | 1,000 '] messages

\ (4 items)
To Messages Attachments
1 barbara lipiew 2 16
2 kathy reilly . . 1 15
e -— Click the heading to
3 christine kwiecinzki 1 15
8 lpiew sort by colurnm order
4 donna albert T . 4 15
christing kwiscinski I:I.E.. &].phﬂhﬁtlﬂﬂl
donna albert shown here) _
(4 items)
kathy reilly

4

_~

» Recipients shows how many and who received

the selected e-mail —

Sort capability by
column heading
topics (click the
underlined
heading)

From Subject Time Sent 'Q.J‘ é
1 zally king EMR files as promised 121112008 11:39:34 AM 4 5

Time Sent 9—2
121111 i AM 4~ Number of G0
recipients

Y,
Size (KB

Size (KB
3,221.60

(1 items)

~ Tatereren



Message Retrieval Example

Figen wally king St Thaaricay, Decamber 11, 2008, (113534 AM)

Ta leathy nwilly, dorea albert, chaising kwiecinski Awowived: Tharsdey, December 11, 2004, {15:39:30 AW)

(= Barbars lipias

e i |
Swtijmcy EMMR fiben o9 puomdned

@nrnr gn! maEegeedl regisiration deing e1b g dl}l!r‘1 Walnl] @n-‘nr = myenl manggemeeni regigtration e
frechmaris %’T!FI"N S - evenlmanyl g regsirahion - reakeskyaes EMIETEIC CIVET]s ADDOUNG ST e IR do
mpe svem Slep by 150 hardhout ianuane e, dos.

i Al : o, Cl

Balcw &rd the doc's wa spoke about and | pramisad 1o ferward o you =5 = —

elnctronically
Formatied Bodfe . o d this message to my inI:u:n:x:i

The next batch will contain the heavy duty training files. Feel free o change,

edit or exchange....if you would please share the files with myself and Mindy

Beebe (our new ASR) tae’ » Shows full heading and subject content of e-mail
Thank you sent.

Sally

» Contains attachments

o » Can be re-sent to inbox or printed using icons
&lly Annm K
Eimggsﬁmmr (upper left corner of page)

355 Harlem Rd, 'W. Senaca NY 14224
Phi 716-821-7420 Fx: 716-821-7204

"A suocessful man 15 one who can build & firm foundation with the brcks that
cthers throw at him,” »~ David Brinkley

hitp://alb.org

Emmon Crioain;  Fiesd ol masasges 1o sed om "G b oag™ whess BEnachmant raenel oot "ELRT from 11 1272008 10 121272008 1Z52-50 FHI

*Take note of the Search Criteria info
line

~ Tatereren




“Investigate”Application

+ Log-in for authorized users only
+ Searches across organization
+ Variety of search combinations

+ Can tag e-mails for: use in employee
disciplinary proceedings, preservation,

disclosure, FOIL requests, etc. ./E.




i‘? Fawvarices H

z:MaiIMeter-Investigate ﬁ 7 f:J = ;é.; * Page = Safety = Tools

0 MailMeter

Investigate

b S Gt

PPULL WANDLE D¢
¥
.ln. T WN!.LII’(‘.‘(‘)

G R i
- =

Email ID:

Password:

Done € Internet ¥ -
(R —————— - -
‘s Start e Ao o @ carol Barber - In




{= MailMeter - Investigate - Windows Internet Explorer

mf - |Ei htkp:ff168,169.6,233investigateSearch, aspx

v | B+ || x| |2 coodle

|28
x @ -

File Edit View Favorites Tools Help ‘X Edel.icio.us -

i} Favarites | 1‘"5

E : MailMeter - Investigate | |

HG- 8 [ @=h v Page - Safety ~ Tools - (@)~ =)

2 MailMeter

Investigate

Search Group Builder Tag Builder Export Request Builder

&= 2

Colleen Sloan |

Address v | b

Carol Barber |
and:

Fom: ||
Address v |

Message Attachment Text
Find this text: | | Subject >

e 1,000+

Between email addresses:

messages Clear

Tags |ADD|‘§' selected tags to selected messages A | [ Apply l [ Filter emails | Messages with no tags
L holy cow U E1B VoIP [ Meeting Minutes L] E1B Ronco [ E1 B Ronco 2 L] E1 B Ronco 3 L[] E1B Ronco 4 L] E1B Ronco &
“ Internet
‘4 Start ’ Carol Barber - & ; . : 1 '

g v Hazmee o<




{= MailMeter - Investigate - Windows Internet Explorer

6\;} L |Ei bt/ (168, 169.6, 233 investinate/ Search, aspsx

Fil=  Edit Wiew Faworites

v| &[4 x]

'::' Google

Tools  Help

{} Favorites | q";‘g

‘ x Edel.mlo.us " |liag

« @ -

|(2]-]

|I(:) MailMeter - Investigate | |

& - B =1 m=m - Pags- Safety - Took - (@

>

1 MailMeter

Investigate

Search Group Builder

Tag Builder

Carol Barber
Between email addresses:

Export Request Builder

&= 32

/2 mailMeter - Investio:

Date range:
Address v | :
ot | pom:| |
Address v | Message (] Attachment Text
Find this text:  ronco.net | [J Subject [ Attachment Name To: I:l
Tags |1-ﬂ'~u;::;::|yl selected tags to selected messages w | [ Apply l [ Filter emails | Messages with no tags
[T holy cow L1 E1B ValP [ Meeting Minutes [ E1B Ronco [1E1 B Ronco 2 (1 E1 B Ronco 3 [ E1 B Ronco 4 [ E1B Ronca 5
T € mternet G v ®1s
‘g start & ) -Ne i & Carol Barber - Inbox ..

-




{= MailMeter - Investigate - Windows Internet Explorer

5;: - |;: bkt /16816906, 233 investinake/Search, aspe

s | B 44| X 'g.l Google

File Edit ‘Wiew Favorites Tools Help

x Edel.mo.us " |iae

57 Favarites | e

| :, ’; MailMeter - Investigate | |

& B 0 o= v Page - Safety - Took - (@~

First Prev Next Last

M From
1 [0  carol barber
2 O  carol barber
3 [0 ‘"therese teepell”
4 0  carol megowan
5 0  carol mcgowan
& 0 “carol vargas”
T [0 “carol vargas”

Carol Barber |
Between email addresses:
Address v |
and: |
Address 4 | Message
Find this text: \ronco.net | O Subject
Tags |1»ﬂ'~.ppl1\|l selected tags to selected messages v | [ Apply ]
| holy cow I E1B ValP ] Meeting Minutes ] E1B Ronco I E1 B Ronco 2

Subject

Re: C51000 upgrade update

Re: C$1000 upgrade update

Re: ACE Implementation Date

Re: ACE Implementation Date

Re: ACE Implementation Date

Re: REVISED: Radware Alteon Contract Renewal Notification

[ Attachment Text
[ Attachment Name

fimicro: | 1,000

* | messages

[ Filter emails

] E1 B Ronco 3

Re: REVISED: Radware Alteon Contract Renewal Notification

Date range:
Fom:| |

viessages with no tags

(] E1 B Ronco 4 (] E1B Ronca 5

Page 1 of 2 pages (130 items) Export
Time Sent S Size (KB)

8/19/2009 T7:14:16 AM 8 0 6
8/19/2009 7:14:16 AM 8 0 7
8/18/2009 2:16:57 PM 1 0 18
8/18/2009 2:01:51 PM 18 0 1"
8/18/2009 2:01:51 PM 18 0 9
8/14/2009 3:54:17 PM 1 1 81
8/14/2009 3:36:18 PM 1 2 139

|2

ey

Done

@ Carol Barber - Inbr

i4 start

EBE @~

/2 Mailater - Inve

@ Internet

i v H 1

-



{= MailMeter - Investigate - Windows Internet Explorer

6‘5: L |(',: bkt (168, 169.6, 233 investinakeSearch, asps

s | B ||| X '::' Google

File Edit ‘Wiew Favorites Tools Help

‘ x Edel.mo.us " |tae

x @ -

¢ Favarites | )

:, : Mailleter - Investigate | |

f3 - B 1 = v Page - Safety - Took - (@

/N MailMeter
Investigate

=T

& b-N& =

start & re: Apple video need. .,

1/

/= MailMeter - Investi

)

LI

I 1:18

Search Group Builder Tag Builder Export Request Builder
Between email addresses: | Date range:
Address v ‘ 2
- | Fom: ||
Address he | Message [ Attachment Text
Find this text: |norte|.com | [J Subject [ Attachment Name To: I:l
st 1,000 [ mesnags
Tags |Apply selected tags to selected messages v | [ Apply ] [ Filter emails | Messages with no tags
[ holy cow LI E1B ValP [ Meeting Minutes [J E1B Ronco [1E1B Ronco 2 [J E1 B Ronco 3 [] E1B Ronco 4 [J E1B Ronco 5
First Prev MNext Last Page 1 of 10 pages (1000 items) Export
(M From Subject Time Sent m j Size [KB)
1 0  paul spahn Fw: USC Opened : : WAN Department : Firewall : Please creat... 3/25/2010 12:00:48 PM 1 0 6
2 [0 "thomas wagar" Cs1000 - making progress 8/19/2009 11:15:08 PM 9 0 8
3 0 "james daiello” FW: Kyle Lyon - WNYRIC 8/19/2009 10:09:46 PM 1 0 23
4 O  ‘“therese teepell” RE: Update - Case 090811-95406 - Erie1 BOCES CS1k 6.0 - Thur... 8/19/2009 5:29:33 PM 13 0 13 v
€ Internet 45 - B2




New challenges....

» Guidance around social networking and Web 2.0
publishing tools and participation on Virtual Worlds

- Call it guidance not policies or regulations
- Reference your policies don’t repeat them

» IBM now has Virtual World quidance



http://domino.research.ibm.com/comm/research_projects.nsf/pages/virtualworlds.IBMVirtualWorldGuidelines.html

Getting started:

» Pull together a team - BOCES has a service if you wish
guidance in this process

» Identify what electronic records you have -
what/why/where/who is responsible and when to
discard

» Establish a Comprehensive Document Retention
Policies and Procedures document

» Deal with email in some manner while you work
through the entire process which will be lengthy

» Educate your staff to their responsibilities
» Update constantly as new technologies emerge
The worst thing to do is to do nothing....




Questions...

o Carol Barber - Erie 1 BOCES/WNYRIC
- cbharber@elb.org

- Deb Arlington for MailMeter
- darlingt@elb.org

- Your school attorney

- Policy Services - Erie T BOCES
- jhallgren@elb.org



mailto:cbarber@e1b.org
mailto:darlingt@e1b.org
mailto:jhallgren@e1b.org
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